Paper / Subject Code: 87015/ Cyber Laws & lEli‘(]I-2023-24)

2% Hours) [Total Marks: 75]

N.B. 1) All questions are compulsory:

2) Figures to the right indicate marks.

3) Ilustrations, in-depth answers and dxagmms will be appreciated.
4) Mixing of sub- quesllons is not allowed.

K 2
Q.1 Attempt ANY I‘OUR from the following: - - 20M)

(a) What is Cyber, law? Explmn the compgneént of Cyber Law in. Indla

(b) What was lhq ‘need for the Enacunent of the Information Technology Act
20007 Dlscuss N\ -

(c) What is E Commerce*-’ ‘Explain 1ls various models. -Z‘

(d) Differentiate between Electromc Slgnamre and Digital 51gnature = ~

(e) What'is E- Governance? Explam provisions of Information Technology A\ct
2000 related to E- Govemance N \1

(D Who can become lhe Cemfylng Authority under the Informanon
Technology Act 2000‘7 Explaln hlS role. :

Q.2 Attempt ANY FOUR fron'i"the followlno & ‘. 20M)

(a) Briefly explain salient fealures of the Data Protection Bill, 2021 of India.’

(b) Discuss Cyber contraventions under IT ACT 20007 : -0 ]

() Can an mtennedlary be held hable for cyber offences? Explain the Taw. 3‘

(d) Explain the power of mveshgahon scarch and arrest mentioned under lhe
IT ACT 2000.

(e) Explain grey areas of the IT Act 2000 as amended by the IT (Ameudment)
Act 2008. \

(N What is, computer , forensncs" Explain different stages of Forensu,

investigation.

Q.3 Auempt ANY FOUR from the following: (20M)
(a) Briefly explain international law regarding online freedom of speech and
expression.

(b)  Give the Significance of Umversal Copyright Convention, 1952,

(¢) Write about how Patents and Copyright are dilferent from each other.

(d) Give a comprehiensive explanation of “Intellectual property”.

(e) What is Spamming and ’jihishing? Explain the Anti-Spamming and Anti-
Phishing initiatives?

€)) Explain the significance of Copyright work in the Digital medium and its
infringement. ‘

Q.4  Attempt ANY FIVE from (he folloying: (15M)
(a) Explain the parties to the E-Contracl,

(b) Elucidate Cyber Terrorism,

(c) “Copyright and Reverse Engineering in computer software: An Indian

Perspective”. Comment
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Paper / Subject Code: 87015/ Cyber Laws & IPR (R-2023-24)

(d) Write a short note on Pegasus Spyware.

(e) What is e-consumer? Whether e-consumer in Indian law is protected?
Describe.
() Explain the meaning of Trademark.
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Paper / Subject Code: 87009 / Cloud Computing & Web Services (R-2023-24)

N.B.

Q.1
(a)
(b)

(c)
(d)

(e)
)

Q.2
(a)
(b)
(c)
(d)
(e)
®

Q.3
(a)

(b)
(©)
(d)
(e)
(f)

Q.4
()
(b)
(c)
(d)
(e
1))

(2 %2 Hours) [Total Marks: 75]

1) All questions are compulsory.

2) Figures to the right indicate marks.

3) Hlustrations, in-depth answers and diagrams will be appreciated.
4) Mixing of sub-questions is not allowed.

Attempt ANY FOUR from the following: (20M)
Explain the structure of SOAP message.

Write a web service method that accepts two numbers as parameters and
returns the largest of those numbers using JAX-WS.  (Write only the
Webservice method block)

Differentiate between Parallel Computing and Distributed Computing.

List and explain the various Http methods required for creating
RESTful Web Services.
Explain the different characteristics of Virtualized environment.

Explain virtualization using KVM.

Attempt ANY FOUR from the following: (20M)
Explain the advantages of Cloud Computing.

Describe the Cloud Computing Reference Model in detail

Explain open challenges of Cloud Computing.

Write about various Security Services of Cloud.

Explain the cloud security design principles.

Explain Cloud Security Policy Implementation.

Attempt ANY FOUR from the following: (20M)
Explain CloudSim architecture in detail. Also draw the necessary diagram

for the same.
Explain different features of CloudSim.

Write about the working platform for CloudSim.
Explain the key components of OpenStack?
What is DevStack? Explain the installation steps.
Explain Components and services ol AWS.
Attempt ANY FIVE from the following: (15M)
Write in short about JAX-WS.

What are the type of Cloud? Write in short about any one

Write a short note on GridSim.

Describe oVirt in short.

What are the security best practices for AWS.

What is an OpenStack.

sk ok o ok R Rk
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Paper / Subject Code: 87008 / Data Science (R-2023-24)

(2% Hours) [Total Marks: 75|

N.B. 1) All questions are compulsory.
2) Figures to the right lndlcalc marks.
3) Illustrations, in-depth answcrs and dlagrams Wlll be appreciated.
4) Mixing of sub- qucsllohs is not allowed

Q.1 Attempt ANY FOUR from the following: ‘ - (20M)
(@)  Define Data Scjence. Discuss in detail appllcatlon&of Data Scnence 5
(b) Explain DataWarehousmg (DW) and Data Mmmg (DM) m detall o

(c) Explain 1mdc1a1| dlchgght Data Sohrccs '_g\ . . AN
(d)  Describein ‘detail Data Transfomuatnon .\ ’ ‘F'ﬁ N \4
(¢)  Defin¢Data Wra@'lmg Dlsquss Data V@anghng Tebh‘mques AS \—\
6)) Dlscuss about Featurc Eng\ﬂlccnng an{T ime Selq?Data \_\‘ ‘ \:
i~ o 3 v .
Q.2 . Attcmpt ANY FOUR'{rom the nﬁowmg b ;\\ <& @h)
(a) < Explam Data Vlsuallzatlon lcct@qucs in de:ﬁll \*a\ \\Q / N
(b)‘h\ Defing Dcscnpt:@“Statxshcs“Explam M%n Medxan; Mode agd Standar d
Dcy{huon in de@l L0 KN é;\ & &

\V(c) l;xplam in @ﬂ Class1£@ahon andRegressnon m{alysxs :7 ,;—.\
(d) ﬁeﬁne biag;variance a})d dJscus&e\)out blas-'\\)anance tradeoff &
(c)ﬁ DlSCLlSS &HTercnt tcohmques for\evaluatmggnodcl perfqnnance N
Q.; ’ Explam Enscmblqicammg wlth Baggmg 'and Boostirig. 7 g\ 3

Sy e N e 8§

Q.3 Aﬁempt ANY FOUR Q";om the roqowing: & > 27 @M
(a) Explam storytelling lgjhnalyms m:detanl 0@3 :5 =
(b)..\" " Discuss: hsuahzatlop\tools in detall \'\ \ ‘l:\“‘
()~ List and Discus Data Mma&msnt Act@ﬂncs S :’

::(a) Elaborate the cgncepl of D?';ta Govemahce Y AN
(@) llluslralc Exl(actlon Tmnsformatl({p -and LoadL(ETL) in dqlall
(f) ~Give the ;mportance of Data Qua_llry &
- —_\ \ \

Q.4 Allempt ANY [‘{VE from @le followu{g 8 (15M)

f(é) leﬁ,r(.nllulc lg& cen slru\gtmed and Qnstruuul uq ddm
.(b) Expldm H ypbrparamclqg‘]‘uum{, o

"/ (c) _Define Accuracy and Explain in brief.
(d) ,~, Discuss any three ljbrdries of ll@la Science.
(e) " Differentiate betwgen underfifting and overfitting.
8] Define Precision, Recall and F1-Scorg;-

“N
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Paper / Subject Code: 87013 / Ethical Hacking (R-2023-24)

(2 %2 'Hours) [Total Marks: 75]

N.B. 1) All questions are compulsory.
2) Figures to the right indicate marks.
3) Illlustrations, in-depth answers and diagrams will be appreciated.
4) Mixing ofsub-qucst_io_rrs is not allowed. ‘ '

Q.1 Attempt ANY FOUR from thic following: — @20M)
(a) Explain the Types of Ethical Hackmg - :
(b) Explain Hacking Techno]ogy and its types in deta11

(c)  Define Hacktivism and.Xplain waysto mamfest it o N
(d) Explain any Y5 Hacker Classes \:_" 3 ,: | o
(e) What are the ways 10 conduct Ethical Hackmg oY -
6] Wnteﬂ short note on foot prmtmg o __‘“\F\ X
“ ~ X &~ AN S ~ <
Q.2 Attempt ANY FOUR from the {o]owmg - 2 ool (20M)
(a) r\Ex[plam Active and Eassrvc Smfﬁng o > ‘ .\-j\-f‘ N oF
C) ExplalrfARP Pors\nmg in Detarl _-Q;‘ _\,‘““' K ' [y
@T: Explam DNS Spooﬁng Techmques in detail \« __}’ _ ;;4‘ o
~ (d) Explam the workmg of D@S attack il “detail S}* A f%\ ey
-~ (e) “Explain Smurf attack it (detail -~ \-‘1" . b
® | ;’Explam tyycs of Sessron Hrjackmg W N £
& 3 e — = N
Q73 Altempl ANY FOUR from"lhc followinig: ;_\"‘ _;.:"'\ > (20M)
,—,,(a) Exp1arn methods mvolved in Google Hacking - :-\' \;\\‘
— (b)  .Define the term Authentication and its types . > .;.: o
(c) . Deﬁne SQL m_mctron and namt;:s its types . N
(d,).r,_ i Explam Buffer —derﬂow and its types -
(€’  Expldin WEP indetail
S Explam the workmg of wireless sniffing \
(15M)

Q. 4 Atlcmpt»A’NY FIVE from the fulluwrng
(a)>- Explain the methods to perform information Gaihcrmb
(b) Define Password and its types

‘I')(o) Explain Mulauon Technjques
(d) «Define the: terms (r)Scanmnb (u)Fnumcrauon
(e) < " “What is ch Server ”dldbnll\b.
() ' Write-a short note on Rogue Access Point
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s

e/ 3
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;«What 1S lejevance fccdback in the contcxt of remeval mod\ls -
A Explam Vector spacc,model stcuss TF- [DF cosine sun‘ilanty ™
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Paper / Subject Code: 87011 / Information Retrieval (R-2023-24)

(2% Hours)

1) All questions are compulsory.
2) Figures to the right indicate marks.

3) Dlustrations, in-depth dnswers and diagrams will be appreciated.
4) Mixing of sub- quesllons is not allowed.

Attempt any four of the following: » - h )
What is information retrieval example?:What are thé characteristics of information-
retrieval. :

'*\
~

What are the- componcnts ‘and What are the major challcnges faced. m Informatlon
Retrieval. ; =

[

\ L\ ‘\‘\ : = ‘
What is edxt distance; and how‘ is’ it used in” measurmg string sunllanly w1th suitable
example: ;;:\ ,-\-i .~ ~? \' ~

Explain the proccss of conslructmg an“mvertcd mdex How. does it fac1htate effi c:ent:

S oY \ ~ N
mf'érmauon rclneval? Ve h:“ e an’

@ &
Altempl any. [our of the followmg : "4 f“\ =Y ~:} " )
Define texl«calegonzatlon and cxglam its 1mpUnance in mformatlon{etrleval sxstems
How can: clustcrmg be’ utilized f'or query cxpans:on and result groupmg in m\qrmatlon
retrieval’ systcms -_ / P L \ NS

Explam the effq:uveness of—k-means anh hlerarch]cal clustermfr 1n text {iafa analysis.

Explam the archltecture\of aweb search engmeL What are the compor@nts involved

“in crawlmg and mdexmg web pagcs AN .\

!\
o
.

(,\

"\ )

e~ s

What is the role of superv:sed learning lechnlques in lcammg to runk and their

lmpacl on search, engmc rcqut quallty o (e
Dnscuss the dlfference between the PagcRank and HITS algonthms

Atlempl nz tuur of the Iollowmg

Explam breadth-fi irst and deplh first Web page crawllng Techniques?

Define. ncar-duphcate page delecllon and ifs significance in web search. Explain the
challenges associated with'identifying: near- duplu,ale pages.

Describe common techniques used in extractive text summarization.

“What are Chdl!mges associated wifh question answering.

 Define collaborative: ﬁllermg and content-pased filtering in recommender systems.
Explain different approaches to machine (1 anslation, including rule-based, statistical,
and neural machine translation models.
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Paper / Subject Code: 87011 / Information Retrieval (R- -2023-24)

Attempt any five of the following : : 15
Discuss the steps involved in the Soundex Algorithm for phonetic matching.

Construct 2-gram, 3-gram and 4-gram index for the following terms:

a. banana '

b. pineapple

C. computer

c Discuss the Naive Bayes algorithm for text classd’ncatnon How does it work, and what
are its assumptions. ,
d Discuss how link analyms can bc used in socnal network analysis and
recommendation byStCn]b 2 \:,“
e Discuss challenges‘in abstractwe text summanzatlon >
f Describe the role. of test collectlons and benchmarkmg datasets i m evaluatmg R . s
P i re ~
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N.B.

Q.1
(a)
(b)
(c)
(d)
(¢)
(H

Q.2
(a)
(b)
(c)
(d)

(c)

Q.3
(a)
(b)
(¢)
(d)
(¢)
(hH

0.4
(a)
(b)
(¢)
(d)

Paper / Subject Code: 87010 / Wireless & Sensor Network (R-2023-24)

(2 %2 Hours) |Total Marks: 75|

I) All questions are compulsory.
2) Figures to the right indicate marks.

3) Hlustrations, in-depth answers and diagrams will be appreciated.

4) Mixing of sub-questions is not allowed.

Attempt ANY FOUR from the following:

State the applications of Wireless Sensor Networks.

In Wireless Sensor Networks, state the three types of Mobility.
Why gateways are needed in WSN?

Explain aggregation in-network processing.

Give the optimization goals of Wireless Sensor Network.
What is a MANET? Give its characteristics.

Attempt ANY FOUR from the following:
Ixplain SPIN,

Write short note on Self-Organizing Medium Access Control for Sensornets

Give the challenges in designing of middleware for WSNSs.
Write short note on:

i.  Flooding

1. Gossiping

What is Low Energy Adaptive Clustering Hierarchy(LEACH)? State its

advantages and disadvantages.
Explain Middleware Architecture.

Attempt ANY FOUR from the following:

Give different eftects of Signal Propagation.

Write short note on GEO.

I'xplain Mobile services of GSM.

Give the steps for Mobile Terminated Call (MTC).
State and explain application of Satellite.

Explain the Routing mechanism of Satellite.

Attempt ANY FIVE from the following:
Listand explain components of basic sensor node.
Lxplain Periodic and sleep operations of S-MAC
Define Spread Spectrum,
Write short note on

i, Publish/Subscribe

i, Database
Discuss the advantages of Multi-Hop approach.
Write short note on LEQ,

AL AR E R E R E TS T
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